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Objectives

• Review national and regional trends related to synthetic and non-synthetic opiate 
use

• Review several national cases related to diversion and its social impact 

• Describe routine activity risk and the incidence of opiate  use  disorders (OUD) in 
healthcare professionals

• Formulate proactive diversion tactics to help prevent drug diversion



DefinitionsThe image part with relationship ID rId2 was not found in the file.

• Drug Abuse: The willful consumption of  illegal substances or legal, 
prescription drugs for the purpose of altering their mood, or getting 
“high

• Drug Dependence: When the body becomes physically dependent 
on a chemical and when it is taken away withdrawal occurs.

• Drug Addiction: When a person continues to use a substance 
despite harm and consequences. Unable to stop on their own.

• Drug Diversion: the transfer of any legally prescribed controlled 
substance from the individual for whom it was prescribed to another 
person for any illicit use.



National Trends



National Drug Overdose Deaths 1999-2019

SOURCE: National Center for Health Statistics, National Vital Statistics System, Mortality.



State of the Overdose Crisis

SOURCE: National Center for Health Statistics, National Vital Statistics System, Mortality.



State of New York’s Opiate Crisis 

Source: NIDA. 2020, April 3. New York: Opioid-Involved Deaths and Related Harms. Retrieved from https://www.drugabuse.gov/drug-topics/opioids/opioid-summaries-by-state/new-york-opioid-involved-
deaths-related-harms on 2021, February 3



Question

Which is true about the most recent data related age adjusted 
overdose rates by sex in the United States?

a. Females are three times as likely to succumb to an overdose than males.
b. Males are twice as likely to succumb to an opiate overdose than females.
c. Until recently cocaine exceeded other psychostimulants with abuse potential as 

the number one cause of overdose with stimulants
d. b and c



Answer

Which is true about the most recent data related age adjusted 
overdose rates by sex in the United States?

a. Females are three times as likely to succumb to an overdose than males.
b. Males are twice as likely to succumb to an opiate overdose than females.
c. Until recently cocaine exceeded other psychostimulants with abuse potential as 

the number one cause of overdose with stimulants
d. b and c



The Many Faces of Addiction



https://uw-media.usatoday.com/embed/video/7749035



The Cost of Failing to Monitor



Massachusetts General Hospital (MGH) 
September 28, 2015

Settlement: $ 2.3 Million

Violation: Federal Controlled Substance Act. 21C U.S.C 801-904

Investigation: in 2013 MGH disclosed that two nurses had stolen nearly 16,000

pills (mostly oxycodone) of controlled substances from the hospital. Drugs were

taken from the automated dispensing system used to store and dispense

medication to patients.

Findings:

- A DEA audit revealed over 20,000 pill count discrepancies that were unacted on.

− Hundreds of missing or incomplete required DEA inventories

− A nurse with a 12-year substance abuse problem had injected hydromorphone at work

− A physician prescribed controlled substances for patients without seeing them or maintaining a medical 
record

− Several other cases of diversion that went undetected by MGH

− Medial staff failing to properly secure controlled substances and on occasion bringing them to lunch.



Intermountain Health (IHC)
December 11, 2017

Settlement: $ 1 Million

Violation: Federal Controlled Substance Act. 21C U.S.C 801-904 

Investigation: prompted by a report of a medical assistant report of controlled substance diversion. −

Findings: 

− A former medical assistant, clinic physician, and the IHC pharmacy used a physician’s DEA 
registration to issue controlled substance prescriptions to herself and two family members. 

− 244 prescriptions for oxycodone and another 151 prescriptions for other controlled substances were 
issued without legitimate medical purpose and were filled by the IHC’s pharmacy and picked up by the 
medical assistant.

− IHC lacked controls to ensure that controlled substances are used for patient care and not diverted 
for non-medical purposes.



Effington Health System (EHS) 
May 16,2018

Settlement: $ 4.1 Million 

Violation: Federal Controlled Substance Act. 21C U.S.C 801-904 

Investigation: After receiving reports of diversion at EHS an investigation revealed that tens of 
thousands of oxycodone 30mg tablets were unaccounted for and believed to have been diverted 
over a 4-year period 

Findings:

- EHS failed to notify the DEA of the suspected diversion with the time required by law



University of Michigan Health System (UMHS)
August 30, 2018

Settlement: $ 4.3 Million 

Violation: Federal Controlled Substance Act. 21C U.S.C 801-904 

Investigation: prompted by 2 incidents whereby 2 employees (anesthesiology resident and a nurse) overdosed on 
opiates while at work, on the same day. The nurse died. 

Findings: 

− Failure to secure DEA registrations for 15 off-site ambulatory facilities. 

− Sent controlled substances, in excess of legal quantities, to clinics from the hospital supply 

− Recordkeeping violations consisting of 

− failure to maintain complete and accurate controlled substance records 

− failure to notify the DEA in a timely manner of thefts or significant losses of controlled substances 

− Deficient record keeping negatively impacted their ability to prevent controlled substance diversion



University of Texas Southwest Medical Center
(UTSWMC) September 8, 2019

Settlement: pending 

Violation: POTENTIAL Federal Controlled Substance Act. 21C U.S.C 801-904 

Investigation: prompted by a Dallas Morning News report of two nurses who died inside hospital 
rooms at UTSWM from fentanyl overdose over a 2-year period.

Findings: 

− Medications ordered and administered to patients were not accurately documented 

− Medication waste not accurately or not documented 

− Thirty-one reports of missing drugs not reported to the DEA over a three-year period (2016-2018) 



Infectious Disease Consequences



Infectious Disease Consequences



The Anatomy of an Investigation 



Drug Regulatory Requirements vs Best 
Practices 

• Expectations are not explicit in the regulations

• The expectation is to adhere to best practice guidelines for patient safety and drug security

• This makes it hard to make the case for FTEs and technology dollars for proactive monitoring

• US Code 842 – Prohibited acts 

• 21 U.S.C 842 [c] [1] 8 - Every instance of incomplete documentation of administration and waste 
subject to up to a  penalty of up to $10,000 / violation



Drug Regulatory Requirements vs Best 
Practices 

Regulatory: 

Refer to controlled substance and diversion related requirements that all facilities must comply with:
• CMS – Conditions of Participation (CoP)

• 42 CFR 482,25 [a] – Pharmacy's role in ensuring safe use of medications throughout the hospital

• 42 CFR 482.113 [c] 2 – Environment of care for patients  is free from threat, abuse or harm

• 42 CFR 482.12 [a] 5 and 482.22[b] – Ensure that the medical staff is accountable to the governing body for quality

• 42 CFR 482.12 [e] - Hospital staff is required to comply with state and federal laws

• 42 CFR 482.12 [e] 1 – Contracted workers are required to comply with state and federal laws  (Anesthesia groups)

• 42 CFR 482.23 [b] 6 – Nonemployee workers are required to comply with state and federal laws (Agency nurses)

• 42 CFR 482.42 – Hospitals have ongoing surveillance to identify “infectious risks”

• 42 CFR 482.13 [c] 1,  42 CFR 164 – HIPPA rules related to patient information

• 42 CFR 482.25 [a] 3 – Policies and procedures to prevent diversion of controlled substances

• 42 CFR482.25 [b] 2 [i] – All drugs and biologicals are secured and locked when appropriate

• 42 CFR 482.25 [b] 2 – Individuals with access must be identified by job class in hospital policies and procedures

• 42 CFR 482,23 [c] 1 and 42 CFR 482.25 [b] – Drugs cannot be administered without a valid order

• 42 CFR 482.25 [b] 1 – Quantities of controlled substances are limited  to prevent diversion and patient assessment of need

• 42 CFR 482.25 [a]3 and 21 CFR 1304.04 – accurate records be kept  (procurement – destruction)

• 42 CFR 482.13 [a] 2 – Requires that hospitals promptly investigate and resolve patient complaints 



Drug Regulatory Requirements vs Best 
Practices 

Regulatory:

Refer to controlled substance and diversion related requirements that all pharmacies and pharmacist  
must comply with:
• Federal Drug Enforcement Agency (DEA) 

• Title 21 CFR Part 1300-end
• Federal Environmental Protection Agency (EPA)

• Resource Conservation and Recovery Act (RCRA)
• Compliant process for disposal and one that does not facilitate diversion



Drug Regulatory Requirements vs Best 
Practices 

Best Practices and Guidelines:

- American Society of Health-system Pharmacists (ASHP)

- Guidelines on the Preventing Diversion of Controlled Substances

- Institute for Safe Medication Practices (ISMP)

- Guidance: The wasting of unneeded medications occurs at the time the medication is 
removed from the secured storage

- Guidance: The use of automated dispensing cabinets provides for password security, unit 
specific privileges, biometric access, reconciliation of human resource records for 
employment and discharge.

- www.ismp.org



Dan Schneider “The Pharmacist” 



ASHP Guidelines on Preventing Diversion of 
Controlled Substances



Question

In addition to federal laws the Federal Drug Enforcement looks to best 
evidence practices when investigating a drug diversion case. These best 
practices include the following:

a. CMS – Conditions of Participation (CoP)
b. ASHP Guidelines on Preventing Diversion of Controlled Substances
c. ISMP Guidance on drug waste and automated dispensing cabinet use
d. b and c



Answer

In addition to federal laws the Federal Drug Enforcement looks to best 
evidence practices when investigating a drug diversion case. These 
best practices include the following:

a. CMS – Conditions of Participation (CoP)

b. ASHP Guidelines on Preventing Diversion of Controlled Substances

c. ISMP Guidance on drug waste and automated dispensing cabinet use

d. b and c



Common Risk Points for Diversion



Procurement – Purchasing Personnel Procurement



Preparation and Dispensing – Pharmacy 
Technicians & Pharmacists

Preparation 
and 

Dispensing



Preparation and Dispensing – Pharmacy 
Technicians & Pharmacists

Preparatio
n and 

Dispensing



Preparation and Dispensing – Pharmacy 
Technicians & Pharmacists

Preparation 
and 

Dispensing



Prescribing – Providers/Nurses Prescribing 



Prescribing – Providers/Nurses Prescribing 



Administration – Nurses/Anesthesiologists Prescribing 



Administration – Nurses/Anesthesiologists Prescribing 

technology downtime



Waste and Removal – All disciplines
Waste

and 
Disposal



Leveling the Playing Field



Definition of Risk

Traditional View 

• “Negative” often 
characterized as a “threat” 

Contemporary View

• “Positive” often 
characterized as an 
“opportunity”



Principles of Opportunity and Crime

Ten Principles of Opportunities and Crime

• Opportunities play a specific role in causing all crime

• Crime opportunities are highly specific

• Crime opportunities are concentrated in time and space

• Crime opportunities depend on everyday movements

• One crime produces opportunities for another

• Some products offer more tempting crime opportunities

• Social and technological changes produce new crime opportunities

• Opportunities for crime can be reduced

• Reducing opportunities does not usually replace crime

• Focused opportunity reduction can produce wider declines in crime
Ability



Routine Activity Risk



Routine Risk Activity



Question  

Routine Risk Activity Theory identifies three components for a crime 
that include:

a. A suitable target, a capable guardian, and a likely offender 

b. A suitable target, a locked compartment, and a likely offender

c. A suitable target, a capable guardian, and someone with access

d. A suitable guardian, a locked compartment, and someone with access



Answer

Routine Risk Activity Theory identifies three components for a crime 
that include:

a. A suitable target, a capable guardian, and a likely offender

b. A suitable target, a locked compartment, and a likely offender

c. A suitable target, a capable guardian, and someone with access

d. A suitable guardian, a locked compartment, and someone with access



Case Based Proactive Drug Diversion 
Software



Why Proactive Drug Diversion Programs are 
Necessary



Healthcare Worker Opiate Use Disorder 
Statistics



Pressures Inherent to the Medical 
Profession



Drug Diversions Multiple Victims



Questions


